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MESSENGERS ARE EVERYWHERE

[indiatoday.in]

[order.kfc.co.za/WhatsApp] [@rta_dubai / Twitter]

Messenger App Users Worldwide
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[zettasphere.com/mind-boggling-stats-for-1-second-of-internet-activity/]

during this talk
(16 minutes)

711 111 360 

messages

Data from early 2021 | *future projection
[statista.com/statistics/483255/number-of-mobile-messaging-users-worldwide]
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Sender
Messenger

Server
Receiver Scenario

Sender: San Diego  

Server: Los Angeles

c = 299 792 458 m/s

𝑣𝐼𝑛𝑡𝑒𝑟𝑛𝑒𝑡 ≤ 
2

3
𝑐

Receiver:         2 ∗ 𝑑𝑖𝑠𝑡𝑒2𝑒

San Diego       ≥ 660 km
Bochum ≥ 9 200 km

Side Channel

Time for delivery confirmation

reveals information about the receiver‘s location

Does this work

in practice?

𝑅𝑇𝑇
≥ 3.30 ms
≥ 46.03ms

PROBLEM STATEMENT
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ATTACK CONCEPT

Under the Hood Threat Model

The attacker…

(1) … operates a regular Android phone

capable of running messengers

(2) … is able to capture their own

network traffic

(3) … and the victim are in each others‘ 

contact lists in one of the messengers

(4) … knows plausible locations of the victim

(3) and (4) limit the threat scope

to people who likely know each other!

Application Layer

Transport Layer

Network Layer

TCP TCP         TCP
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MEASUREMENT SETUP

Sending Messages

ADB-USB

Android Debug Bridge

▪ Iterate through messengers + receivers

▪ Capture network traffic on the phone

▪ Open chat + send messages

▪ 5 messages, 10s pause

▪ Continuously repeated (CronJob)

Receiving Messages

+
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DATA COLLECTION

Round 1

▪ Fixed Locations

▪ WiFi-only

▪ (Mostly) country-level

Round 2 (Germany + UAE)

▪ Local setups at city-area-level

▪ Rotating devices through locations

▪ WiFi + mobile data
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Time vs. Receiver Location
Message Sender:     DE-11    RUB

4 s

2 s

0 s
DE GR NL DE GR NL DE GR NLAE
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DETERMINING THE RECEIVER LOCATION

Time vs. Distance

(S)ender
(M)essenger

Server
(R)eceiver

dist(S,M) dist(M,R)

RTT(S,M)

RTT(M,R)

RTT(S,M) RTT(M,R)
10 s

5 s

0 s0 s

0.5 s

1 s

0 km 10000 km 10000 km0 km

Classification

Assign newly measured RTTs 

a location based on previously

observed data
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RECEIVER CLASSIFICATION

RTT(M,R) of 5 subsequently

sent messages

Repeat 5x for cross validation

80% data

for training

20% data

for testing

2

1 c0

c1

𝑃 𝑠𝑖 ∈ 𝑐0 For each sample 𝑠𝑖

select class 𝑐𝑗 with

highest probability𝑃 𝑠𝑖 ∈ 𝑐1

Classification Tasks (Examples)

Receiver country

Within a country (yes/no)

Locations of a single receiver

Network connection (WiFi/Mobile)
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RESULTS OVERVIEW

DE     GR     NL

DE

GR

NL 74%

DE     GR     NL

DE

GR

NL 84%

AE  DE   GR  NL

AE

DE

GR

NL 74%

Receiver Country (Round 1) Network Connection (R2)

92% 90% 92%DE-22

90% 73% 89%DE-23

94% 94% 92%DE-24

56% 91%AE-22

63% 82%AE-23

76% 89%AE-24

Device-at-Location (R2)

DE-22 DE-23 DE-24

Receiving Phones

2 3 3 4

100%

80%

60%

40%

20%

0%

WiFi-only WiFi + Mobile

Numbers of Locations

(RAND)
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Add Disable Option
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COUNTERMEASURES

Delay Delivery Confirmations

Last Online

Typing Indicators

Read Confirmation

Delivery Confirmation

Disabling the confirmation would render

the timing side channel entirely unusable

- -

0 s 10 s 20 s
0%

50%

100%
WiFi vs. Mobile, DE-22 ?

0 s 1 s 2 s

+
0 s MAX

DE-22 @ DE-B(W)

5sRAND
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DISCLOSURE PROCESS

“We will discuss this

internally and

consider adding one

or the other option in 

an upcoming update.“

(Threema)

Signal ThreemaWhatsApp
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Key Takeaways

▪ Unintended and unexpected

information revelation through the

use of secure messengers

▪ Low technical requirements

▪ Different locations of message

receivers can be distinguished by

measuring delivery timings
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